CO789 Project Descriptions

Student evaluations in CO789 will be based on a final project. The project involves a one hour presenta-
tion, to be given in class during the last three weeks of classes, plus a written report on your presentation.
Generally the project should be on a topic that goes beyond the scope of the core material presented in the
class. Included in this document are some possible ideas for final projects, along with a few references to get
you started. If you wish to present some other topic which is not listed here, you are actively encouraged to
do so, but please discuss the topic with me in my office beforehand.

Pairing friendly curves: The last couple of years have seen dramatic progress in the construction of
efficient pairing friendly curves. Articles include the groundbreaking work of Barreto and Naehrig [2], as
well as the comprehensive classification of Freeman, Scott, and Teske [8].

Optimized Tate pairing implementations: A number of enhancements have been discovered to speed
up Miller’s algorithm for evaluating Weil and Tate pairings and allow for faster performance. Starting points
for this topic include [6], [7], and [9].

Eta and ate pairings: The eta [1] and ate [11] pairings are two new cryptographic pairings based upon
the Tate pairing (hence the similarity in names). In many cases these pairings offer dramatic performance
improvements over the classical Tate pairing.

Generalizations to hyperelliptic curves: It is a relatively new result that cryptography on the Jacobian
of a genus 2 or 3 hyperelliptic curve can in many cases outperform elliptic curve cryptography at the same
level of security. Papers such as [10] and [14] are representative of recent advances in this area.

Improvements in curve generation: In generating elliptic curves via the CM method, it is possible to
save a constant but significant factor in the running time by using other modular class polynomials in place
of the traditional Hilbert class polynomial. The IEEE P1363 standard [12] describes one such algorithm
based on Weber functions, and [13] provides a good overview of this family of techniques.

Pairing based protocols: A tremendous amount of research is devoted to constructing new protocols
and cryptographic primitives using pairings as a building block. Examples of such protocols include blind
signatures [15,16], group signatures [4], threshold signatures [3], and broadcast encryption [5].
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